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In this chapter we define a logic that can be used for expressing temporal properties of
concurrent systems. This logic extends propositional logic by several temporal operators.
Such logics are generally known as temporal logics. There are several temporal logics used
in model checkers, each one has its own collection of temporal operators. In Chapter 16 we
will consider two other temporal logics: CTL* and CTL.

14.1 Kripke Structures

In this section we introduce a notion of Kripke structure named after their inventor [Kripke
1963]. that is very similar but not identical to the notion of transition system. Transition
systems are convenient for modeling systems while Kripke structures are more convenient
for defining temporal logics. We will show that every transition system can be considered
as a Kripke structure.

In the definition we assume a fixed instance PLFD(X, dom) of PLFD. Denote the set
of all interpretations for this instance of PLFD by I.

DEFINITION 14.1 (Kripke Structure) A Kripke structure is a tuple K = (S, In,T, L),
where
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208 14.1 Kripke Structures

(1) Sisafinite non-empty set, called the set of states of K.
(2) In C Sisanon-empty set of states, called the set of initial states of K.
(3) T C S x Sisaset of pairs of states, called the transition relation of K.

(4 L:S —Tisafunction, called the labeling function of K. a

Note that the definition of Kripke structureisimplicitly parametrized by aninstance PLFD (X, dom)
of PLFD. When we want to mention this instance explicitly, we will speak about a Kripke
structure over PLFD (X, dom). In literature on model checking (e.g. [Clarke, Grumberg
and Peled 1999, Clarke and Schlingloff 2001]) it is usually assumed that all variables are
boolean. In this case the instance of PLFD issimply identified by its set of variables X’ and
we speak about a Kripke structure over X.

Every finite-state trangition system S = (X, D, dom, I,T') can be made into a Kripke
structure K = (S, In,T’, L) asfollows.

(1) Theinstance of PLFD is PLF'D(X, dom ), asin the symbolic representation of tran-
sition systems.

(2) The set of states of K isthe set of al states of S, that is, S = I, where I is the set of
al interpretations for this instance of PLFD.

(3) K and S have the sameinitial states, that is In = 1.

(4) Thetransition relation of K isthetransition relation of S, that is, 7" = Trg = |J,cp t-

(5) The labeling function L simply maps every state s of S into itself: L(s) def 5 (re-
member that states in transition systems are interpretations). This can be reformulate
asfollows:

Though the two notions of transition system and Kripke structure are very similar, there
are some differences between them. In a transition system the set of states is the set of
all interpretations of PLFD(X, dom), in a Kripke structure sets are mapped into such
instances. This has two consequences.

(1) Inatransition system every interpretation is a state. For a Kripke structure there may
be an interpretation I such that there is no state s with the property L(s) = I.

(2) In a Kripke structure there may be two different states sq, so labeled by the same
interpretation, that is L(s1) = L(s2). In atransition systems there is only one state
correponding to asingle interpretation.

We will illustrate both differences after introducing anotion of state transition graph.
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DEFINITION 14.2 (State Transition Graph) Let K = (S, In, T, L) be a Kripke structure.
Its state transition graph is a directed graph whose set of nodes is S and set of arcsis T.
Additionally, each node s in the graph is labeled by the interpretation L(s). a

Consider an example.

ExAMPLE 14.3 Consider an instance of PLFD with one boolean variable x and the fol-
lowing Kripke structure K over {z}. It has two states s1, so, where s; istheinitia state,
the transition relation 7" is {(s1, 1), (s1, $2), (s2, s1)}, the labelling function maps s; into
{x — 1} and sz into {x — 0}. In other words, wehavez = 1 a s; and x = 0 a s2. The
state transition graph of this Kripke structure is

SUiES
S1. 82:
~—_ |

As usual, for a boolean variable = we will write z instead of x = 1 and —z for z = 0.
Using this convention, we can draw the state transition graph of the Kripke structure of this

example as
OWES
S1: S2:
\_/

Consider amore lengthy example.

EXAMPLE 14.4 Take atransition system S for asimplified model of the vending machine.
The coin slot contains at most two coins, there are no student customers, and the machine
serves only coffee. The set X' contains the following variables.

(1) A boolean variable storage, which is true if the storage is non-empty, i.e., there is
coffee in the storage.

(2) A boolean variable dispenser, which istrue if the dispenser isnon-empty, i.e., if there
coffee in the dispenser.

(3) A variable coins with thedomain 0, 1, 2 denoting the number of coinsin the slot.

(4) A boolean variable customer, which istrue if a customer is present.
The transitions are the same as for the vending machine example, except that there is no

transition Dispense_beer. The state transition graph for this example is shown in Fig-
ure 14.1. a
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coins = 2
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Figure 14.1. State transition graph for the smplified vending machine model
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14.2 Computation Trees

The set of all possible behaviors of a Kripke structure or a transition system can be defined
through a notion of computation tree.

DEFINITION 14.5 (Computation Tree, Computation) Let K = (S, In, T, L) be a Kripke
structure over a set of variables X and s € S be a state. The computation tree for K
gtarting at s is the following (possibly infinite) tree.

(1) The nodes of the tree are labeled by states in S.
(2) The root of the tree is labeled by s.

(3) Forevery node s’ in the tree, its children are exactly such nodes s” € S that (s',s”) €
T.

A computation path for K is a sequence of nodes sy, s1, . . . such that
(1) for all i we have (s;, s;y1) € T}

(2) if the sequence is finite, i.e., it has the form sq, ..., s,, then there exists no state s
such that (s,,,s) € T a

In other words, a computation path is any maximal sequence of states through which a
computation may go by applying the transitions.
It is not hard to argue that computation trees and paths have the following properties.

(1) Computation paths for a Kripke structure are exactly all branches in the computation
trees for this Kripke structure.

(2) Let n be a node in a computation tree C' for K labeled by s’. Then the subtree of C'
rooted at s’ is the computation tree for K starting at s’. In other words, every subtree
of a computation tree rooted at some node is itself a computation tree.

(3) For every Kripke structure K and state s there exists a unique computation tree for
K starting at s, up to the order of children.

For example, a part of a computation tree for the Kripke structure of Example 14.3 is
given in Figure 14.2 on the next page. Likewise, a part of a computation tree for the Kripke
structure of Example 14.4 is given in Figure 14.3 on page 213. In the latter figure we label
the arcs of the computation tree by the names of the corresponding transitions. The trees can
be obtained by “unwinding” the corresponding state transition graphs (see, e.g., Figure 14.1
on the preceding page).

One can note that the computation tree is a convenient object for discussing possible
temporal behaviors of the Kripke structure, since assertions about possible temporal behav-
iors can be conveniently formulated as properties of paths in the tree and states on these
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Figure 14.2: Computation tree for Example 14.3.

paths. Consider, for instance, two examples of temporal properties of the vending machine
transition system:

(1) There is no state in which a professor and a student are both customers.
(2) Students never drink coffee.

To express the first property, we can say that at all states in the tree we have customer #
student V customer # prof. Or, alternatively, we can say that for every path in the tree and
every node on this path we have customer # student \V customer # prof.

The second property can be reformulated in terms of paths and states as follows: for
every path in the tree and two consecutive states s1, so on this path, if s; £ customer =
student A disp = coffee, then sq E disp = coffee.

143 LTL

In this section we introduce a logic in which one express properties of paths in a compu-
tation tree. In particular, properties such as “for some state on the path” or “for every two
consecutive states” can be expressed. This logic is called linear temporal logic, or simply
LTL

DEFINITION 14.6 (Formula of LTL) The notion of an LTL formula is defined inductively
as follows.

(1) T and L are formulas.
(2) Every atomic formula z = v of PLFD is an (atomic) formula of LTL.

(3) If Ay,..., A, are formulas, where n > 2,then (A; A...ANA,)and (A3 V...V Ay)
are formulas.
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214 14.3 LTL
(4) If Aisaformulg, then —A isaformula
(5) If Aand B areformulas, then (A — B) and (A < B) areformulas.
(6) If Aisaformula then O A, ¢ A, and []A areformulas.
(7) If Aand B areformulas, then AU B and AR B areformulas.
The symbols O, ¢, [ 1, U, R are caled temporal operators. a

May 3, 2006

Sometimes we will simply refer to the formulas of LTL (and formulas of CTL* introduced
in Chapter 16) as temporal formulas.

Before we define the semantics of LTL formulas formally, let us try to explain their
meaning informally. The formulas of LTL are true or false on computation paths, that is,
sequences of states sg, s1, .... Theformula [ ]A meansthat A istrue at all states along the
path. The formula ¢ A means that A is true at some state on the path. The formula O A
means that A istrue at the next state after theinitial one, that is, at s;. Theformulas AU B
and A R B are dightly more complex and will be explained below.

DEFINITION 14.7 (Semantics of LTL) Let # = sg, s1, s2 . .. be a sequence of states and
A bean LTL formula. We define the notion A istrue on 7, denoted by = E A, by induction
on A asfollows. For dl i = 0,1, ... denote by 7; the sequence of states s;, s; 1, Si42 - - -
(note that o = 7).

QD mFETandrm ¥ L.
2 rEx=vifsgFx=n.

QR mEAN...NA,iffordlj=1,..., nwehaver F Aj;
TEAV...VA,ifforsomej =1,...,nwehaver F A;.

@) 7E -Aif 7 ¥ A

(5) mEFA— Bifeitheen 2 Aor 7 F B,
mkE A« Bif eitherbothn ¥ Aand 7 ¥ Borbothn = Aandw E B.

6) mEOQAifm E A
mE QAif forsomei =0,1,... wehaver; E A;
mE [JAiffordli=0,1,... wehaver; F A.

(7) mEAUBIifforsomek =0,1,... wehaven, E Bandmg E A, ..., m_1 F A;
mE AR B ifforal k > 0, either 7, F B or thereexists j < ksuchthat 7; F A.

Two LTL formulas A and B are called equivalent, denoted A = B, if for every path = we
haver E Aif andonly if 7 E B. a
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Figure 14.4. Semantics of temporal operators

When we consider a path = and paths 7; as in this definition, instead of saying that a
temporal formula A istrue on 7; we will sometimes say that A istrue at the state s; on the
path 7.

The semantics of the temporal operators of LTL isillustrated in Figure 14.4. Less for-
mally, it can be explained asfollows (we write in parentheses the name of the corresponding
temporal operator).

O (next) Theformula O A holds, if A holds at the next state on the path.

¢ (eventualy) The formula O A holds, if A eventually occurs, i.e.,, A holds at some
state on the path.

[1 (aways) Theformula [ ]A holds, if A holds globally, i.e., at every state along the
path.

U (until) The formula AU B holds, if A holds until B occurs, i.e., there is a state on
the path a which B holds, and at every state before A holds.

R (release) The formula AR B holds, if, whenever —B occurs at a state on the path,
A occurs before. Or equivalently, either B holds globally on the path, or A occurs
before the first state at which B is violated.

14.4 Expressing Propertiesof Transition Systemsin LTL

The formulas of LTL express properties of paths in computation trees, hence they arerele-
vant to temporal properties of Kripke structures or transition systems. But we know that the
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set of al possible behaviors of a Kripke structure is identified by its computation tree, so
what is the meaning of these formulas when we discuss properties of Kripke structures? A
computation tree for a Kripke structure K can be identified with the collection of its paths.
We know that these paths describe all possible computations of this Kripke structure. So if
we have an LTL formula A, we can consider at least two kinds of properties of K:

(1) does A hold on some computation path for K from an initial state?
(2) does A hold on all computation paths for K from aninitial state?

The two properties are dua to each other. It is not hard to argue that A holds on some
computation path if and only if it is not true that — A holds on al computation paths. Vice
versa, A holds on al computation paths if and only if it is not true that —=A holds on some
computation path. This means that, if we can express one of the properties, we can also
express the other one. For this reason, we will sometimes refer to temporal formulas as
expressing properties of Kripke structures. In such cases we will try to be careful enough
to explain which of the two properties we have in mind.

Reachability and safety properties. A stateiscalled reachable if there is a computation
path from an initial state leading to this state. Reachability is one of the most important
properties of transition systems in connection with safety properties. Suppose that unsafe
is aformulawhich expresses an undesirable property of atransition system. States satisfy-
ing unsafe are usually called unsafe or bad. Then the system is safe if one cannot reach a
state at which unsafe holds. Naturally, we would like to know whether the system is safe.
Reachability of a state satisfying unsafe can be expressed as the existence of a path satis-
fying Qunsafe. Then safety of the system can be expressed as non-reachability of a state
satisfying unsafe, i.e., the property [_]—unsafe. Naturally, this property must be held on all
computation paths.

A vending machine is not an especially dangerous device, so it is not easy to invent
interesting safety properties for it. One possible example of an unsafe behavior would
be serving beer to a professor, which can be expressed by the formula disp = beer A
customer = prof. Thus, the corresponding safety property is

[ J(disp # beer V customer # prof).

Anocther natural example of a safety property for the vending machine transition system is
that the machine is never empty, i.e., there is always either coffee or beer in the storage. It
can be expressed by the following formula:

[1(st_coffee V st_beer).

A bit more complex example isthis. whenever there is acustomer, the machine has adrink.
It can be expressed by the following formula:

[ (customer # none — st_coffee V st_beer).
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Mutual exclusion. Mutual exclusion is usually formulated as a property of concurrent
systems. It arises when two or more processes are not allowed to enter the same criti-
cal section of a concurrent system simultaneously. Assuming that there are two processes
Py, P, and that formulas critical;, where ¢ = 1,2 denote that P; is in the critical section,
mutual exclusion can be expressed by

1= (criticaly A criticals).

Some natural mutual exclusion properties for the vending machine example are the follow-
ing. First, coffee and beer cannot be in the dispenser simultaneously:

[]=(disp = coffee A disp = beer).

Likewise, we may want to express that a professor and a student cannot be customers at the
same time:

[]—=(customer = student A customer = prof ),

Deadlock. Speaking very generally, a concurrent program is in a deadlock situation, when
no terminal state is reached, yet no part of the program is able to proceed. A transition
system or Kripke structure is said to be deadlock-free if no computation in it leads to a
deadlock. Assuming that the set of terminal states is represented by a temporal formula
terminal, we can express deadlock-freedom by the formula

L1(OL — terminal).

This formula must be true on every path. Indeed, it is easy to see that the formula O L
means “there is no next state”, that is, no transition is possible. Likewise, we can express
reachability of a deadlock state as the existence of a state with the dual property

O(OL A —terminal).

Termination and finiteness. Even if we do not have a notion of a terminal state, one can
define terminal statesas those from which no transition is possible. We know that a terminal
state can be represented by the formula O L. A transition system or Kripke structure is
called terminating, if every computation in it leads to a terminal state. Termination for a
Kripke structure is equivalent to the finiteness of all computation paths, which by Konig’s
Lemma is equivalent to the finiteness of every computation tree from an initial state. But a
computation path is finite if and only if it contains a deadlock state. Therefore, the following
formula expresses that the computation tree is finite: ¢ (O_L (provided that this formula
holds on every path).
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Fairness. Usually, we are not interested in arbitrary computations of a transition system,
aswe know that some computations are impossible. For example, we know that the vending
machine must be recharged from time to time. This can be formulated as follows: on
every computation path, the recharge transaction occurs infinitely many times. Thiskind of
constraints imposed on the system: the system must from time to time pass through a state
which satisfies some property, is called a fairness constraint, and computations satisfying
fairness congraints are caled fair. For the vending machine example, one can impose
many natural fairness constraints. For example, we may require that the dispenser contains
a drink infinitely often, that students are customers infinitely often etc. Fairness w.r.t. a
property expressed by aformula A meansthat A holds infinitely often on al paths.

We claim that fairness w.r.t. A can be expressed by the following formula: [ J0A. To
this end, take any path 7 = s, s1,.... Denote by ; for j = 0,1, ... thepath s;, 541, . ..
Let us prove the following property: for every j = 0,1, ... there exists £ > j such that
7, F A. Indeed, since m F _1QA, wealso have ;1 F QA. But this means that there
exists k > j + 1 such that p,. F A. Evidently, k£ > j, so we are done. By this property,
there exists jo > 0 such that 7, = A. Again by this property, there exists also j; > jo such
that 7;, F A. By using this argument again and again we can build an infinite sequence of
numbers jo < ji < jo < ...suchthat 7, F A foral m, so A occurs infinitely often on
the path .

In the proof that [ 10 A expressesthat A holds infinitely often we assumed that the path
isinfinite. When the path = isfinite, it is not hard to argue that this property implies that
A holds at the last state of . We can ensure that the path is infinite by asserting [ JOT.
Likewise, the property [ J/OOA expresses that A holds infinitely often and the path is
infinite.

Responsiveness.  Itisoften the casein concurrent systems that one process sends requests
that have to be acknowledged (or responded to) by other processes. For such systems we
are interested in the responsiveness property: whether every request is eventually acknowl-
edged. Assuming that the request is expressed by aformula request and acknowledgement
by aformula ack, one can express responsiveness by the formula

[ 1(request — O ack).

If we also want that request should remain true until it is acknowledged, responsiveness
can be expressed by the formula

_I(request — (request U ack)).

We can aso require that the request formula and the acknowledgement formula be mu-
tually exclusive, i.e., request should remain true until it is acknowledged, after which it
immediately becomes false. This can be expressed by the formula

[_J(request — ((request A —ack) U (—request A ack))).
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Alternation. To give the reader an idea of other properties expressible in LTL, consider
the following example. Let 7 = s¢, s1, S92, ... be a path. We claim that the formula A A
LJ(A < —~O A) expresses thefollowing property: A istrue at the even states s, s2, S4, . - -
and false at the odd states s1, s3, s5 on this path, asillustrated in the following picture:

D--@--B-D-@-

We will denote subpaths of 7 by 7,71, ... as before. Indeed, we have 7y F [J(4A <
- A), which impliesthat for al i, m; F Aif andonly if ;1 F = A. Therefore, the value
of A changes from any state to the next state, and so A is either true exactly at al even
states or exactly at al odd states. By 7 £ A meansthat 7o = A, so A istrue at the even
states.

Interestingly enough, the property “ A istrue at the even states’ is not expressible by an
LTL formula. This property can be illustrated by the following picture:

OO OMOMOMNONON

where “?’ means that the value of A can be either 0 or 1. It may seem that this property
is expressed by the formula A A [ ](A — OO A). On the one hand, this formulaimplies
that A istrue at every even state. On the other hand, this formulais false on the following
path, on which A istrue at every even state:

O ORORCRONOROR

145 Equivalences of Temporal Formulas

In this section we will consider several equivalences between tempora formulas. Studying
these equivalences will help usto understand the LT operators.

Unwinding properties. These equivaences relate the value of aformula at a state to its
value at the next state.

0A = AVOOA;

A = AANO U4
AUB = BV(ANOAUB);
ARB = BA(AVOARB).

These equivalences areimmediate, see Figure 14.4.
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14.5 Equivalences of Temporal Formulas

Negation of temporal operators. These equivaences express the negations of temporal
operators in terms of other operators. They show that there is a duality between ¢ and []

and a duality between U and R.

~OA
~0A
~A
~(AUB)
~(AR B)

O-A4;

[ ]=A4;
04
-AR-B;
-AU-B.

Expressing operators through U. Operators ¢, [ ], and R can be expressed through U

asfollows.

QA
P
ARB

TUA;
—(TU-A);
-(mAU-B).

This showsthat LTL without the operators ¢, [, R hasthe same expressive power asLTL.

Exercises

ExERCISE 14.1 Formalize the following statements about the vending machine examplein LTL.

(1) If the beer storage becomes empty, it gets recharged immediately.

(2) The beer storage becomes empty infi nitely many times.

(3) The recharge transaction occursinfi nitely often.

(4) Students never leave without adrink.

(5) Professors sometimes leave with adrink left in the dispenser.

(6) If astudent forgetsa coin in the coin slot, she (or another student) will use this coin to get a

drink before any professor can do this.

(7) If aprofessor forgets coins or drink at the machine, there immediately will be a student who

will come to the machine.

(8) If, when a professor arrives, there is a coin in the coin sot, then he leaves without getting a

drink.

(9) If aprofessor is currently at the machine, there will be no student at the machine for at least

the next three transitions.

N

EXERCISE 14.2 Expressin LTL thefollowing properties (we assume a path sg, s1, . . .).

(1) If A occursat least twice, then A occursinfi nitely often.

(2) A holdsat al states s3; and does not hold at all states ssyt1, Ssi+2, Wherek =0,1,.. ..

May 3, 2006 draft
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(3) If A holdsat astate s;, then B must holds at at least one of the two states just before s;, that
is Si—1 and Si—2.

(4) A never holds at less than two consecutive states (that is, if A holdsat astate s;, it aso holds
either at the state s; 1 or at the state s;_1). a

EXERCISE 14.3 What are the properties expressed by the following LTL formulas?
(1) OLIA.
(2 LA —0A4A).
(3) "AU [A.
(4) AU-A.
(6) 0ANLI(A— OA). a

EXERCISE 14.4 Find two different formulas from Exercise 14.3 that are equivalent to each other.
a

EXERCISE 14.5 Show that the following formulas are not equivalent by giving a path that satisfi es
one of them but does not satisfy the other one:

(1) 0JAand [J(A — OA);
) O0Aand-AU T4
(3) (4 — OA)and-AU [JA. a

EXERCISE 14.6 Which of the formulas of Exercise 14.1 hold on every computation path from the
initial state for the vending machine example? Which of them hold on some computation paths?

EXERCISE 14.7 Consider aKripke structure with the following state transition graph.

[

-~ -

Theinitial state isthetop one. Istheformula [ J(x = 1 — ¢y = 1) true dong all paths? Explain
your answe. d
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